RRAC LOGIN GUIDE

TEXAS GENERAL LAND OFFICE

BRIEF

This is a quick start guide for the Royalty Reporting and Control (RRAC) Application Login. The
RRAC Application Login has Self Service Password Reset (SSPR) capability, i.e. customers (also
referred to as “users” in this document) have the ability to reset their own password.

When a new customer is added as a user in RRAC, they will receive an email to activate their
account. The customer will create their password when activating their account.

For problems with the log-in process or for issues not covered in this document, contact the GLO at
glo123@glo.texas.gov.

Previous Login vs. New Login — Fall 2019
Below is a screenshot of the previous and new login screens as updated in Fall 2019.

mos@anw

Sign In

Username

Need help signing in?
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INSTRUCTIONS FOR NEW RRAC USERS

1. Once your account is created by the GLO Admin, you will receive an email with a

button to activate your account.
Welcome to your Texas General Land Office application! > inbox x

Okta <noreply@okta.com>
tome -

okta

Welcome to the Texas General Land Office!
Hi Sara,

The General Land Office is using Okta to manage your web applications. This means
you can conveniently access all the applications you normally use, through a single,
secure home page. Watch this short video to learn more: https://www.okta.com/intro-
to-okta/

Your GLO administrator has created a GLO user account for you
Click the following link to activate your GLO account:

Your username is Sara@GLO
Your organization’s sign-in page is hitps:/glo-external.okta.com

2. Click the green Activate GLO Account button to activate your account and set your password.

Welcome to your Texas General Land Office application! D inox«

Okta <noreply@okta com=
tome =

okta

Welcome to the Texas General Land Office!
Hi Sara,

The General Land Office is using Okta to manage your web applications. This means
you can conveniently access all the applications you normally use, through a single,
secure home page. Watch this short video to learn more: https://www.okta.com/intro-
to-okta/

Your GLO administrator has created a GLO user account for you
Click the following link to activate your GLO account:

Your usemname is Sara@GLO
Your organization's sign-in page is https://glo-external.okta.com
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3. Enter your new password (1), choose a forgotten password question (2), and select a security
image (3). Then click Create My Account (4).

e
s
o /2
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4. To go to production, click RRAC-Production (1). To go to Test to validate reports before you submit
them, click RRAC — Sandbox — data test only (2).

I Q, Launch App #A Home A~ L RRAC~

Work +
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FORGOT PASSWORD

If you’ve forgotten your password, you can reset it using the steps below.

1. Select Need help signing in? from the Login screen.

Sign In

Username

Next

2. Then select Forgot password?

Meed help signing in?

Forgot password?

Unlock account?
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3. Enter your email or username and click Reset via Email.

Reset Password

Email or Username

Reset via Email

Back to Sign In

4. An email will be sent to the email on file for the Customer ID. In your email box, you should find a
reset email with the subject line, Account password reset.

Okta Account password reset - Texas General Land Office - Password Reset Requested t

5. Open the email. Click the green Reset Password button.

okta

Texas General Land Office - Password Reset
Requested

Hi RRAC,

A password reset request was made for your GLO account. If you did not make this
request or are experiencing difficulties accessing your account, please contact your
GLO point of contact

Click this link to reset the password for your username, C000051398:
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6. You will be prompted to enter your forgotten password question. Enter your answer and
click Reset Password.

Answer Forgotten Password Challenge

What is the food you least liked as a child?

[] Show

Reset Password

Back to Sign In

7. The change password screen will return allowing you to enter your new password.
Enter your new password and click Reset Password.

@

Reset your Okta password

ord requirements: at least 8 characlers, a
se letier, an uppercase letter, a number, a
mbol, no parts of your username, does not
include your first name, does not include your last
name. Your password cannot be any of your last 4
passwords

New password

Repeat password

Reset Password

Sign Out
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UPDATE PROFILE
Once logged into RRAC, a user may update their profile using the ‘Help/Manage Profile’ tab.

1. Select the Help/Manage Profile tab.

ROYALTY REPORTING REPORTING CONTROLS REPORTING HISTORY CONTACT GLO

2. Select the Manage Profile button.

TEXAS GENERAL !_AND OFHCE Welcome CO000090127 & Sign out

ROYALTY REPORTING REPORTING CONTROLS REPORTING HISTORY CONTACT GLO

RRAC Help Documentation

Documentation provided on this page is intended 1o help you use the RRAC system efficiently and effectively. If you need additional help, please feel free to contact the GLO.

Email: glo123@glo texas.gov
Phone: (512)463-6850

RRAC User Guide

Manage Profile

3. A new tab will open the Okta Profile Menu where you can change your password, update
your profile and/or update your forgotten password question.

4 Personal Information [ & Change Password

First name

Last name

Curraen passweed

kT usemame

ew passwornd

Contem new pateword

Mo phane

Display name

D Security image ot

Forgotten Password Question

Gueston
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4. After you complete your updates, click back on the RRAC tab to continue working in RRAC.

o RRAC ¥ 0 Texas General Land Office - Sett X 4

ACCOUNT LOCKOUT

After 10 failed attempts to login to RRAC, your user account will be locked. You must
follow the Need help signing in? link on the log in page.

Sign In

Username

1. Select Unlock account?

Need help signing in?

Forgot password?
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2. Enter your email or username and click Send Email.

Unlock account

Email or Username

cooog|

Back to Sign In

3. An email will be sent to the email on file for the Customer ID. In your email box, you should find a
reset email with the subject line, Unlock Account.

Okta Unlock Account - Texas General Land Office - Account Unlock Requested

4. Open the email. Click the green Unlock Account button.

okta

Texas General Land Office - Account Unlock
Requested

Hi RRAC,

An account unlock request was made for your GLO account, If you did not make this
request or are experiencing difficulties, please contact your GLO point of contact
immediately

Click this link to unlock the account for your username, C000030371
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5. Answer your unlock challenge question and click Unlock Account. (Note: Your unlock
challenge question was set by the company administrator when the account was created. If
you do not know the answer to this, please email glo123@glo.texas.gov and request that your
account is unlocked.)

Answer Unlock Account Challenge

What is the food you least liked as a child?

] Show

Uniock Account

Back to Sign In

6. You will receive a message that your account was unlocked. Click Back to Sign In
and log in.

Account successfully unlocked!

You can log in using your existing usemame and
password.

Back to Sign In
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